WH®OPMALIMOHHASI TAMSITKA
JUISI OBYYAIOIIUXCS 1151
PASMEILEHUS HA O®ULINAJIBHBIX
WHTEPHET-PECYPCAX

C KaxJIpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIbIINE, a IIKOJIBHUKH OJHH U3 CAMBIX aKTHBHBIX
nosib3oBatene Pynera. Mexay TeMmM, MOMHUMO OTrPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U
po0JieMbl. JTa MaMATKa JODKHA TIOMOYb TeOe 0€30MacHO HAXOAUTHCS B CETH.

KomnbroTrepusie BHPYChI

KommsroTepHslil BUPYC - 3TO pa3HOBHAHOCTh KOMIBIOTEPHBIX MPOTPAMM, OTIIMIUTEIHHON OCOOEHHOCTHIO
KOTOPOW SIBIIIETCSI CIIOCOOHOCTh K pPa3MHOXKEHHUIO. B momoiHeHne K 3TOMY, BHPYCHI MOTYT TOBPEAHUTH WU
MOJTHOCTHI0 YHUYTOXHUTHh BCe (ailibl W JaHHBIE, TOJKOHTPOJIBHBIE MOJIH30BATENI0, OT UMEHU KOTOPOTO ObIIa
3amyleHa 3apaKeHHas MporpaMmMa, a TakXe MOBPEIUTh WIHM JIaXXe YHUUYTOXUTH ONEPALMOHHYIO CHUCTEMY CO
BCeMU (ailamu B 11eJIoM. B OONBITMHCTBE CIIy9YaeB pacpOCTPAHAIOTCS BUPYCH Yepe3 WHTEPHET.

MeTo/1pI 3aITUTHI OT BPEJOHOCHBIX TPOTPaMM:

1. Hcnonb3yit coBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHB 3aIlIUTHI OT
BPEIOHOCHBIX IIPOrPaMM;

2. IlocTosiHHO ycTaHaBiuBail mautu (IUQpoBbIe 3aIUIATKH, KOTOPhIE aBTOMAaTHUECKH yCTaHABIMBAIOTCS C
LENBI0 TOPaOOTKH MPOTrPaMMbl) U IPyrHe OOHOBJICHHUS CBOCH ONEpallMOHHONM cucTeMbl. CKavynBald UX TOJBKO C
odunmansHoro caiira pazpadorurnka OC. Ecnu cymecTByeT pexkuM aBTOMaTHIECKOT0 OOHOBIICHUS, BKITFOYH €T0;

3. PaboTaiif Ha cBOEM KOMITBIOTEPE IO/ IPaBaMH ITOJIH30BATEIA, & HE a/IMHHUACTPATOPa. DTO HE MO3BOIUT
OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM NEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonp3yd aHTUBUPYCHBIE MPOTPAMMHBIC TIPOTYKTHI H3BECTHBIX IPOU3BOAMUTEINCH, C ABTOMATHUECKUM
oOHOBJIEHHEM 0a3;

5. Orpannyb GU3UUECKUI JOCTYN K KOMIBIOTEPY LIS TOCTOPOHHHUX JIUII,

6. Mcnonp3yii BHELIHKME HOCUTENIN HH(OpMaLKK, Takue Kak (iemka, AUcK win ¢aiiia u3 HHTEpHeTa,
TOJIBKO U3 TIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailiibl, TOJyYeHHbIE U3 HEHA/ICKHBIX HCTOUYHUKOB. [laxe Te (aibl,
KOTOpbIE IPUCIIaN TBON 3HAKOMBIN. Jlydile yTouHH y HEro, OTIpaBJIsil JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 370 He BHJ mepemayn JaHHbBIX, HE TEXHOJIOTH, a BCEro JHIb OpeH, Mapka. Eme B 1991 romy
HUJIepIaH/cKas KoMmmaHus 3aperucrpupoBasia Opena "WECA", uto o6o3Hauasio cioBocouyeranue "Wireless
Fidelity", xoTopslit mepeBoanTCsI Kak "GecrnpoBoIHAs TOYHOCTH' .

Jlo Hamrero BpeMeHM JolIa apyras aO0OpeBHarypa, KOTOpas SBJISCTCS TaKOW JXK€ TEXHOJOTHeH. DTo
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue ObLTO TAHO C HAMEKOM Ha CTAaHAAPT BhICIICH 3BYyKOBOM TexHUKH Hi-Fi,
YTO B MEPEBOJE O3HAUAET "BBHICOKAS TOUHOCTH'".

Ja, OecruiaTHBIH HMHTEPHET-IAOCTYI B Kade, OTEIsIX M a’pornopTax SBISETCS OTIMYHON BO3MOYKHOCTHIO
BBIXOJ]a B HHTepHeT. HO MHOTHE OBKCHEepThl CUMTAIOT, 4TO oOmienoctynHbeie Wi-Fi ceTH He sBnsroTCs
0€e30I1aCHBIMH.

CoBeTblI 110 6€301macHOCTH PabOTHI B 00LIeJOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBow JuuHyr uHpoOpmanuio uepes odmenoctynHsie Wi-Fi cetn. Pabortas B Hux,
JKeJIaTeTbHO HE BBOAUTH MApOJIH JOCTYIIA, JIOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonp3yit 1 OOHOBIIAH aHTHBUPYCHBIC IPOTrpaMMbl U OpaHaMayep. TeM caMbIM Thl 00€30MacHIb ce0s
OT 3aKauKH BUpyca Ha TBOE YCTPOICTBO;



3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuumio "OOmuii noctyn K ¢aitnam u npuHtepam”. JlaHHas
(GYHKIMSA 3aKphITa IO YMOJYaHMIO, OIHAKO HEKOTOPhIE IOJH30BATENM AaKTUBHPYIOT ee M ymoOcTBa
UCIIOJIb30BaHMs B paboTe Wi yueoe;

4. He wucnone3yit myommunaeii WI-FI nns mepemaum NWYHBIX JaHHBIX, HANpuUMep UIA BBIXOJa B
COIMAaJIbHBIE CETH WIIN B DJIEKTPOHHYIO MOUTY;

5. Hcnonp3yii Tonpko 3anumeHHoe coenuaenue yepe3 HTTPS, a e HTTP, 1.e. npu HaOope BeO-aapeca
BBOM MMeHHO "https://";

6. B moOunbHOM Tenedone otkimtoun ¢pynkuuio "Ilogxmouenne k Wi-Fi aBTomarnueckn". He nomyckait
aBTOMAaTHYECKOTO MOJKIIOUEHHS yCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

ConuajabHbIe CeTH

CoranbHbIe CETH aKTUBHO BXOJAT B HAITY KU3Hb, MHOTHUE JIFOJU PaOOTAIOT M )KUBYT TaM IOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MULIMAP YEJIOBEK, YTO SBJISICTCS OJHOW CEIbMOM BCEX YKUTEJCH IIaHETHI.
MHorue monp30BaTeNld HE MOHUMAIOT, YTO WH(MOPMAITUs, pa3MellieHHast MU B COIIMAIbHBIX CETSIX, MOXKET OBITh
HaliJIeHa ¥ HCIIONIb30BaHa KEM YTOJHO, B TOM YHUCIIEe He 00s3aTeNbHO ¢ OJarnMu HaMepEeHHSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLUAIBHBIX CETSIX:
1. Orpanuus ciucok apy3eid. Y Te0st B Apy3bsIX HE AOJDKHO OBITh CIyYallHBIX U HE3HAKOMBIX JIFO/ICH;

2. 3ammimai CBOIO YacTHYIO XKu3Hb. He yka3wiBaii mapoinu, Teae(oHsl, ajpeca, AaTy TBOETO POXKACHUST U
JPYTYIO JIMYHYI0 HHGOPMAIUIO. 370YMBIIUICHHUKHA MOTYT MCIIOJIB30BaTh JAaKe MHPOPMAIIMIO O TOM, KaK Thl U
TBOU POAUTEIIH IUNIAHUPYETE MPOBECTU KAHUKYJIBL,

3. 3amuimaii CBOIO pemyTalyio - AEP KU €€ B YACTOTE U 3a1aBail cebe BONpOC: XOTeN OBl ThI, YTOOBI IPYTHE
MOJIb30BaTENM BUJCIH, YTO Thl 3arpyxaemb? [lomymaid, mpexkie 4eM 4YTO-TO OIyOJIMKOBaTh, HANHCATh M
3arpys3urh,

4. Ecau ThI TOBOPHILIB C JIIOJIBMH, KOTOPHIX HE 3HAEINIb, HE HCIOJBb3YH CBOE pealbHOE MMS U JPYTYIO
JTUYHYIO HHQOpMAIMK: UM, MECTO KUTEIBLCTBA, MECTO Y4eObl U TIpouec;

5. N30eraii pasmewmenus ¢ortorpaduii B MHTEpHETE, rAe Tl M300pa’keH Ha MECTHOCTH, IO KOTOpOH
MOYKHO OIIPEAEIUTH TBOE MECTONOIOKEHHE;

6. [Ipu perucTpanuy B COUMAIBHONW CETH HEOOXOAMMO HCIIONB30BaTh CIOXKHBIC MApPOJH, COCTOSIINE M3
OyKB H (P U C KOJIUIECTBOM 3HAKOB HE MeHee 8;

7. I[J'IH COHHaHLHOﬁ CCTHU, MMOYTBI U APYTHUX calToB H606X0,Z[PIMO HCIOJIb30BATh pPA3HBIC ITAPOJIH. TOF,Z[B,
ecliu Teds B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKHU ITOJTYYaT JOCTYII TOJIBKO K OJHOMY MECTY, 4 HC BO BCC Cpa3zy.

DJIeKTPOHHBbIE IeHbI' U

OJNeKTPOHHBIE JEHBIM - 3TO OUYEHb YAOOHBIH CIOCOO IUTATEKEH, OHAKO CYIIECTBYIOT MOIICHHHUKH,
KOTOpPBIE XOTAT MOJYYUTh 3TH JICHBIU.

ONeKTpOHHBIE IEHBI'H MOSBIIIMCH COBCEM HEaBHO M MMEHHO M3-3a 3TOTO BO MHOTHX TOCY/IapCTBAX /10 CHX
MOp HEe MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke OHM QYHKIIMOHHPYIOT ¥ O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe MX Pa3JeNIAI0T Ha HECKOIBKO
BUJIOB - aHOHUMHBIE M HE aHOHWMHBIC. PazHWIla B TOM, YTO aHOHUMHBIE - 3TO TE€, B KOTOPBIX pa3pelraeTcs
HpOBOJII/ITI) onepam/m 663 I/IJICHTI/I(i)I/IKaHI/II/I IIOJIB30BAaTCIIsd, a B HCAHOHHUMHBIX I/IIIeHTI/I(bI/IKaHI/ISI I10JIb30BATCIIA
SIBIISIETCST 00sI3aTEIILHOMN.

Taxxe crmemyeT pasnu4YaTh JJIEKTPOHHBIE (pUaTHBIE NeHBTH (PaBHBI TOCYAAPCTBEHHBIM BANIOTaM) M
JJIEKTPOHHBIC HEe(UATHBIE JICHBIU (HE PaBHBI FOCYAPCTBEHHBIM BaIIOTaM).

OCHOBHBIC COBETHI 10 O€30TaCHOM paboTe C IEKTPOHHBIMU JCHBIAMH:



1. [puBsxu K cueTy MOOWIBHBINA TenedoH. DTO caMblii YAOOHBIH M OBICTPBIA CIIOCOO BOCCTAHOBHTH
noctymn K cyery. [IpuBsizaHHbIld TelehOH MOMOXKET, €CIU 3a0yAellh CBON IUIATS)KHBIN MapoJib WM 3alieib Ha
CalT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Wcnonk3yii omHOpa3oBkie apoiu. [lociie nepexojia Ha YCUIICHHYIO aBTOpHU3aIMio Tebe yxe He OyneT
yIpoXKaTh ONACHOCTh KPA)KK WU NEepexXBaTa IIAaTeXHOro NapoJis;

3. BriOepu ciioxHBIN mapoins. [IpecTymHukam OyAeT He MPOCTO yrajiaTh CIOXKHBIA mapons. HanekHbie
MapoJIA - ATO MAPOJH, KOTOPBIE COAepKaT He MeHee § 3HAKOB M BKIIOYAIOT B CE€0S CTPOYHBIE M MPOIHCHBIE
OYKBBI, IIM(PPHI M HECKOJHLKO CHUMBOJIOB, TaKMe KaK 3HAK JoJuiapa, (yHTa, BOCKIMIATEIBHBIA 3HAK M T.II.
Hanpuwmep,
$tRONg!;;

4. He BBO/IM CBOM JTMYHBIC JAHHBIC HA CAliTax, KOTOPHIM HE JJOBEPSCIIIb.
DJIeKTPOHHASI MOYTA

OneKTpoHHasl MOoYTa - 3TO TEXHOJOTHS M NPEOCTaBIsIEMbIE €0 YCIYTH MO TMEpPEechUIKE U MOJYyUYEHHIO
AIIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACIIPENEISIOTCS B KOMITBIOTEPHON ceTr. OOBIYHO 3JIEKTPOHHBINA MTOYTOBEII
AIIMK BBINJISIAUT CIEOYIOLIMM 00pa3oM: MMS_IOJIb30BaTEeNsA(@UMs_AOoMeHa. Taxke KpoMe Iepeaadd MpOoCTOro
TEKCTa, UMEETCsI BO3MOKHOCTD TIepeiaBaTh (hailiibl.

OCHOBHBIE COBETHI IO OE30IaCHON PabOoTe C IIEKTPOHHOH MOYTOM:

1. Hamo BBIOpaTh mpaBHIBHBIN TOYTOBBIM cepBUC. B MHTEpHETE eCTh OrpOMHBINH BBIOOP OECIIATHBIX
MOYTOBBIX CEPBUCOB, OJJHAKO JTyYIlIE TOBEPSTH TEM, KOT'O 3HACIIb U KTO NIEPBBIN B PEHTHHTE;

2. He yka3plBali B JNWYHON mouTe InW4HYl0 uHpopManuio. Hampumep, gydme BbIOpaTh
"My3bIKabHEI _(aHaT@" wim "pok2013" BmecTo "Temal3";

3. Ucnonb3yil AByX3TamHyl0 aBTOpH3alMIO. OTO KOrJa MOMHMO TMapoyii HYXKHO BBOAMTH KOZ,
npHUCbLTIaeMBbIii 1o SMS;

4. BeiOepu CHOXHBIM Tapoib. JJIs KaX70ro IOYTOBOTO SITUKA JODKEH OBITH CBOW HAJICKHBIH,
YCTOWUUBBIN K B3JIOMY I1apOJIb;

5. Ecnin ecTh BO3MOXKHOCTH HalKMcaTh CAaMOMY CBOH JIMYHBIM BOIIPOC, HCIIONB3YH 3Ty BO3MOXHOCTH;

6. HCHOJ’ILZSyﬁ HCCKOJIBKO ITIOYTOBBIX SAIIMWKOB. HepBLIfI JJIA YacTHOH MEPCIIUCKU C aipecaTaMU, KOTOPbIM
ThBI

JOBepsiellb. ITO AIIEKTPOHHBIN aJipec He HaJI0 UCIIONIL30BATh IIPU PETUCTPAIINU HA OpYMax U caiTax;

7. He oTkpbIBaii (ailyiel U Ipyrue BIOXKEHUS B MMCbMAX, Aa)Ke €CJIM OHH MIPULITH OT TBOUX APY3EH.
Jlydire yrouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3T (haliisl;

8. Ilocne okoHuyaHust pabOTHI HA MOYTOBOM CEPBHCE MEPE 3aKPhITHEM BKIIAIAKHU ¢ CalTOM He 3a0y1b
HaxaTh Ha "Beritn".

KubepOyajuur uiu BUPTyajibHOE U31€BATENbCTBO

KubepOymHr - npecieioBaHue COOOIICHUSIMHE, COAECPIKAIIUMHI OCKOPOJIEHUS, arpeccuio, 3aITyTHBaHNE;
XYJTUTaHCTBO; COIMaIbHOE OOMKOTHUPOBAHUE C IIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 6OPHOE ¢ KHOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. Jlydmmii crmoco6: mocoBeTOBaThCA Kak ce0sl BECTH U, €CITH HET TOT0, K KOMY MOKHO
00paTUTHCS, TO BHAYAJIE YCIIOKOUThCA. ECiy Thl HaYHEIIb 0TBEYATh OCKOPOJICHUSMH Ha OCKOPOJICHUS, TO TOIBKO
ere OoJIbIIIe pa3oXkKeIb KOHPIINKT;

2. Ynpasisaii cBoeli KuOeppemnyraiueii;



3. AHOHUMHOCTE B CETH MHHMaS. CyH_ICCTByIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 34 AHOHMMHBIM dKKayHTOM;,

4. He cTout BecTH XyJUTAaHCKUH 00pa3 BUPTyalbHOM xu3HU. IHTepHET GUKCUPYET BCE TBOU JACHCTBHUS U
COXpaHseT UX. Y JaIUTh UX OyAeT KpaiiHe 3aTpyAHUTEIHHO;

5. Cobmroniaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. WrHopupyit enuHn4HbIH HeraTuB. OJTHOPa30BbIe OCKOPOUTEILHBIE COOOIICHHUS JIyUIlle UTHOPHPOBATb.
OOBIYHO arpeccus MpeKpanaeTcsl Ha Ha4aabHOW CTaINH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B COLIUANBHBIX CETSIX €CTh
BO3MOXKHOCTb OJIOKMPOBKH OTIPABKU COOOIEHHUHN C ONpPEeICHHBIX aJPECOB;

8. Eciiu Th1 cBuneTens kubepOysuimHra. TBOM NEHCTBUS: BBICTYIHTH MPOTHUB MPECIICI0OBATENs, TTOKa3aTh
€My, YTO €ro JCHCTBUS OLICHUBAIOTCA HEraTHBHO, MOJAJCPXKATh XKEPTBY, KOTOPOM HyKHA MCHXOJIOrHYEcKas
MTOMOIIIb, COOOIIHNTH B3POCTBIM O (haKTe arpeCCHBHOTO MTOBEACHUS B CETH.

MoOuabHbIi Teedon
CoBpemeHHbIe cMapTHOHBI U IUIAHILIETHI COAEPXKaT B ceOe BIOIHE B3pOCiblil (YHKUMOHA, U T€HEeph OHU
MOT'YyT KOHKYPUPOBAaThb CO CTalMOHAPHBIMHU KOMIIBIOTCpaAMHU. O)IHaKO, CpCACTB 3allUThl IJId HOI[O6HLIX
YCTPOMCTB MOKa OYeHb Mano. TeCTUpOBaHHUE U ITOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, KaK
st [1K, To e camMoe kacaeTcst 1 MOOMIBHBIX MTPIITOKEHHI.
CoBpeMeHHBIC MOOWIBHBIC Opay3epbl YK€ NPAKTHYECKH JOTHAJIM HACTOJBHBIC aHAaJIOTH,
OJTHAKO pacImmpenne (yHKIFOHAIA BJIeUeT 32 cO00# OOIBIIYIO CI0KHOCTh U MEHBIITYIO

3aIUIIICHHOCTD.

Janexo He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH TSI
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOMIBLHOIO Telie)oHa:

Hwuuero ne spusercs MMO-HaCTOALIEMY OeCIIaTHEIM. By,I[L OCTOPOIKCH, BEb KOTAa Tebe npeaiararoT
OecCIIaTHBIN KOHTCHT, B HEM MOT'YT OBITh CKPBITBI KaKUC-TO IUIATHBIC YCIIYT U,

Hymaii, ipexxae yem otnpaButb SMS, ¢hoto min Bugeo. Thl TOUHO 3HACIIb, TJIE€ OHU OYAyT B KOHEYHOM
utore?

Heo0x0aumMo 00HOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO
cMaprdona; Vcronp3yit aHTUBHPYCHBIE TIPOrPaMMBI JUTsI
MOOWIILHBIX TENIE(OHOB;

He 3arpyxaii mpuiaoXeHusl OT HEM3BECTHOI'O HCTOYHHKA, BEIb OHM MOTYT COAEP)KaTb BpPEAOHOCHOE
MIpOrpaMMHOE O0eCTIeueHHE;

[Tocie TOro Kak Thl BRIWCIID C CaiTa, I/ie BBOAW JINYHYIO HH(POPMAIIHIO, 3aiiI1 B HACTPOUMKH Opay3epa u
yaanu cookies;

[Tepuonnuecku nNpoBepsiii, KAKKE IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;
HaBaii cBOM HOMEp MOOMIIBHOTO TeJiehoHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSICLIb;
Bluetooth momkeH ObITH BBIKITFOUEH, KOT/Ia Thl KM HE MOJIb3yelibesi. He 3a0biBali HHOTIA TTPOBEPSITH

3TO.
Online urpsi

CoBpeMEHHBIC OHJIAWH-UTPBI - 3TO KPACOUYHBIC, 3aXBaTHIBAIOIIUC PA3BICUCHUS, OOBCIUHSIONINE COTHU
TBHICSIY YEJIOBEK 10 BceMmy MHpY. Urpoku ncciemyroT JaHHBIH UM MUD, OOMIAIOTCS APYT C IPYTOM, BBITIOTHSIOT



3agaHusd, CpaXxaroTCsad C MOHCTpaMHM H IIOJTYy4arOT OIIBIT. 3a YAOBOJIbCTBUE OHU IIIATAT: ITOKYIAarOT OHUCK,
OIJIAYMBAIOT A0OOHEMEHT WU an/Io6peTa}0T KaKHe-TO OIIIIHHU.

Bce atm cpemctBa MmyT Ha TOJJICpKaHWE W Pa3BUTHE WIPHI, a TaKkKe Ha caMmy O€30MacHOCTh:
COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPU3AIINH, BBITYCKAIOTCA HOBbIE MaTud (IM(POBBIE 3aIUIATKH AJISI TIPOTPAMM),
3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B moioOHBIX Wrpax CTOUT OMAacaThCs HE CTOJILKO CBOMX COIEPHHUKOB, CKOJIBKO KPaXK TBOETO MapoJisi, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALINU OOJBITHHCTBA UTP.

OCHOBHBIE COBETHI IO OE30IaCHOCTH TBOETO HUTI'POBOro aKKayHTa:

1. Ecnm apyroif urpok BeAeT cels IUIOXO WM co3faeT Tede HEeMPHUATHOCTH, 3a0J0KHPYH ero B CIIHMCKE
UTPOKOB;

2. Toxanyicsi aJJMHHUCTPATOpaM UTPhl Ha IJIOXOE MOBEJCHUE 3TOI0 MIPOKA, JKENATEILHO MPUIIOKHUTh
KaKHe-TO JJOKa3aTeIbCTBA B BHJIE CKPUHOB;

3. He ykasbiBaii muunyto nadopmanmio B npodaiiie urpsr,
4. VBaxail qpyrux y4acTHHKOB 110 UTPE;

5. He ycranaBnuBaii Heo(hUIIMaIbHbIE TATYA U MOIBL;

6. Micnionb3yii ClI0XKHBIC ¥ pa3HbIC IapOJIn;

7. Hdaxxe BO BpeMsl UTPbl HE CTOMT OTKJIIOYAaTh aHTHBHUpPYC. Iloka Tl Wrpaenib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

DOUIIHHT WIH Kpaka JIUYHBbIX JaHHbIX

OOBIYHON Kpakeil JIeHer M JOKYMEHTOB CETrOJHS yXe HUKOTO HE YAWBHUIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 37I0yMBIIUIEHHUKY TIEPEMECTIITUCH B UHTEPHET, U MPOAOIDKAIOT 3aHUMAThCS "IIIOOMMBIM" JIETTOM.

Tax mosiBUIack HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (PUIIMHT, TJIaBHAS 11e7Tb KOTOPOTO COCTOUT
B TIOJly4eHHH KOH(UICHIMAJIBHBIX IaHHBIX II0JIb30BATEIEH - JIOTHHOB W mapojeid. Ha aHrimiickom s3bike
phishing unraercs kak ¢ummnr (ot fishing - peiOHas 0B, password - Tapob).

OCHOBHBIE COBETHI IO OOPHOE C PHUITHHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciu Thl 1MOmO3peBaciib, YTO TBOS aHKETa ObLjla B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMHHUACTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. HCHOHBByﬁ Oe3omacHeie Be6-CaI>'ITI>I, B TOM YHCJIC, THTCPHECT-MAra3MHOB U ITIOMCKOBBIX CUCTEM;

3. Hcnomnp3yii CI0XKHBIC U pa3Hble mapoyid. TakuM o0pa3oM, eciiu TeOs B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH
MOJTy4YaT JIOCTYT TOJILKO K OJTHOMY TBOEMY MTPO(UIIIO B CETH, a HE KO BCEM;

4. Ecriu TeOst B3IIOMAHM, TO HEOOXOUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE JOOABJICHHI y
Te0s B IPY3bsIX, O TOM, 4TO TeOs B3JIOMAJIX U, BO3MOXKHO, OT TBOEr0 UMEHH OyJIET PacChUIAThCS CIIaM U CCBHUIKH
Ha (YUITHHTOBBIE CANTHI;

5. Ycranosu HagexHslil napons (PIN) Ha MoOunbHBIH TenedoH;
6. OTKJII0UYM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpeiBaii (paiiibl U Ipyrue BIOKEHUS B MUChMaX, JaXke €CIM OHW MPHILIA OT TBOUX JIPY3EH.
Jlydime yTo4HY y HUX, OTIIPABIISIIN JIX OHU TeOe ATH (haliiIbl.

udporas penyranus

[Mudposast pemyramust - 5TO HEraTHBHAs WM TO3WTHBHas WH(popMamus B ceTw o Teoe.
Kommpomerupyromas nHpopMays, pa3MeIIeHHas B WHTEPHETE, MOXKET CEPbEe3HBIM 00pa3oM OTpPa3WUTHCS Ha



TBOEH peanpHOM >km3HU. "[ludpoBas pemyraius’ - 3T0 TBOW UMUK, KOTOPBIA (GOpMUPYETCS U3 HHPOPMAIIUA O
TeOe B UHTEPHETE.

TBOe MecTo KUTENbCTBA, y4eObl, TBOC (DMHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapakTepa W paccKasbl O
OJMU3KUX - BCE 3TO HAKATUTUBACTCS B CCTH.

MHorue MmoApPOCTKA JIETKOMBICIIEHHO OTHOCATCS K IMyOnuKanuu JudHou wHpopmannu B MHTEepHETE, He
MOHUMas BO3MOXKHBIX TocieAcTBUi. Thl faxke He CMOXKEIIb J0rajgaTbesi O TOM, 4To GoTorpadus, pa3MeneHHas
5 net Ha3aj, cTaja MPUYMHONW OTKa3a MPUHATH TeOs Ha paboTy.

Kommenrapun, pa3memenne TBoux (ororpaduii u apyrue ISHCTBHS MOTYT HE MCUE3HYTH JaKe IOCIe
TOTO, KaK Thl MX yJaidWIlb. Thl HE 3HACMIb, KTO COXPAaHWI 3Ty HMH(OPMAIHIO, ITONAJNA M OHA B IOUCKOBBIC
CHCTEMBl U COXPaHWJIACh JIM OHA, a TJIAaBHOE: YTO MOAYMAIOT O TeOe OKpY’Kalollue JIOIU, KOTOpble HAUIyT 1
yBUAAT 3T0. Halitn mHbOpMAIio MHOTO JIET CIIyCTS CMOXKET JI000H - Kak M3 JOOPBIX MOOYXKIEHWH, TaK U C
HaMepeHHEeM MIPUYNHHATH BPEd. ITO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pEIyTaLUH:
1. lloxymaii, mpesk e 4eM YTO-TO ITyOJMKOBATh U IIepeaBaTh y ce0s B OJ0Te Wil B COIMATIHHOMN CETH;

2. B Hactpolikax mpo¢uiisi yCTaHOBH OTPaHUYCHHUS] Ha MPOCMOTP TBOETO MPOMWIS U €ro COAEPKUMOTO,
cenail ero ToJapKo "Ass Apy3en";

3. He pa3memaii u He yka3piBaii HHQOpMAIIHIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOISTH WITH OOVKATh.
ABTOpPCKOE IPaBo

CoBpeMeHHBIC ITKOJIBHUKH - aKTHUBHBIE TOJIB30BaTENN UPPOBOTO MpocTpancTBa. OIHAKO AaleKo HE Bce
3HAIOT, YTO TMOJIb30BAHWE MHOTUMH BO3MOXHOCTAMH LH(POBOTO MHUpa TpeOyeT COONMIOACHUS MpaB Ha
MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTb.

TepmuH "uHTENNIEKTyaIbHAs COOCTBEHHOCTH" OTHOCHUTCS K Pa3UYHBIM TBOPEHHSIM HYEJIOBEYECKOTO yMa,
HauuHas C HOBBIX W300peTeHNUH 1 3HAKOB, 0003HAYAIOIIIX COOCTBEHHOCTh Ha MPOIYKTHI U YCIIyTH, U 3aKaHUHBAsI
KHUTaMu, pororpadusiMu, KHHOQUIBMaMH U My3bIKaJIbHBIMH POU3BEICHUAMU.

ABTOpCKHME TpaBa - 3TO MpaBa Ha HHTEIUIEKTYyalbHYI) COOCTBEHHOCTh Ha TIPOU3BEJCHUS HAyKH,
JUTEepaTypsl M HUCKyccTBAa. ABTOpPCKHE TMpaBa BBICTYNAlOT B  KadecTBE TrapaHTHH TOTO, 4YTO
MHTEJUICKTYJIbHBINA/TBOPUECKHNA TPy

aBTOpa He OyJeT HapacHbBIM, JAacT €My CIIpaBeJIMBbIE BO3SMOXKHOCTHU 3apab0TaTh Ha pe3ysbTaTax CBOEro TpyAa,
NOJYYUTh W3BECTHOCTh W Mpu3HaHWe. Hukro ©e3 paspelieHus aBTOpa HE MOMKET BOCHPOHM3BOAHTH €ro
NpoU3Be/IeHHE, PaCIPOCTPAHSTh, ITyOJIHMYHO JIEMOHCTPHPOBATH, POJIaBaTh, UMIOPTUPOBATH, ITyCKATh B MPOKAT,
MyOJIMYHO UCTIONIHATH, TOKA3bIBaTh/UCIONHATE B 3HUpe WK pa3Meliats B MIHTepHeTe.

Hcnonp3oBanue "mupaTckoro" mporpaMMHOTO OOECHeueHUs] MOXKET NMPUBECTH K MHOTUM PHCKaMm: OT
MOTEPH JAaHHBIX K TBOUM aKKayHTaM 0 OJIOKMPOBKH TBOETO YCTpPOMCTBA, TJi€ YCTAaHOBJICHA HeJeTalbHAs
nporpamma. He cTOMT Take 3a0bIBaTh, YTO CYIIECTBYIOT JierajibHble M OECIUIATHBIC MPOTPAMMBI, KOTOPBIC
MO>KHO HAaMTH B CETH.

O nopraJie
CereBUYOK.pd - TBOH TIIABHBIAH COBETYHMK B CETH. 3/I€Ch Thl MOXEIb y3HaTh O O€30HaCHOCTH B CETH

IOHATHBIM W AOCTYIIHBIM A3BIKOM, a IIPU BO3HHUKHOBCHUH KpHTquCKOﬁ CUTyanuun 06paTI/ITI)C$[ 3a COBETOM. A
TAKXXC MMPUHATH Y4aCTHUC B KOHKYpCax U CTaTb CaMbIM L[I/I(prBLIM Fpa)K,Z[aHI/IHOM!



